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Option 3: Key Generation and Attestation with Azure KeyVault

Microsoft Azure KeyVault offers a robust and reliable solution for handling these critical 
security aspects. Reputed Certificate Authority Like DigiCert’s Code Signing support 
Azure Vault Standard and Premium tier! Follow the step-by-step process to generate 
CSR & import code signing certificate to Microsoft Azure Key Vault.

Generate Certificate Signing Request (CSR)

1. To set up the Azure Key Vault please log in to your Azure Portal and click on the 

“Create a resource” button.

2. Search for “Key Vault” and press Create to get your vault up and running!
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3. Please select the settings that fit your use case and Create your Key Vault.
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Note:

In order to be compliant with the FIPS 140-2 standard, you should select the 
“Premium” pricing tier. If you do not choose “Premium”, there’s a risk that your 
certificate will be revoked.
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Networking Settings:
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Review and Create New Vault:
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4. Your vault has been created now.
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5. When your vault has been created, please select “Certificates” in the action 

bar to the left.
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6. Then click “Generate/Import” to start creating your Code Signing CSR:
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7. Fill out your certificate name and subject name. The subject name should be 

your company name. Make sure to define the subject name with CN= . Now, set 

the Type of certificate authority, to non-integrated CA. Proceed to configure 

the Advanced Policy.
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8. In the Advanced Policy Configuration:
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9. When you have configured the policy, click “Okay” and then “Create”. Now, click 

on the certificate that you just created. The certificate will then appear as an “In 

progress” certificate under the Certificates tab.

 In the Extended Key Usages  field please add the following:   
This EKU identifies the certificate as a 

 You should also set as   and the  to 

(EKUs) 1.3.6.1.5.5.7.3.3.
Code Signing certificate

“Exportable Private Key” No “Key Type” RSA-HSM.

Note:
All code Signing certificates from DigiCert are required to be issued with a 
minimum, 4096-bit key size.
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10. Click on your certificate in progress. Choose “Certificate Operation”.

11. You will see the status as ‘In Progress’. Download the Certificate Signing 

Request (CSR) from here and Save the CSR file in a safe location of your 

choosing.

12. Go to the order enrolment page and Navigate to Input CSR.
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13. Paste your CSR here and, enter the other required details, and submit the 

order.

14. Once the validation is completed, you will receive an email from Digicert, 

about Private Key Protection Agreement. Review your organization details 

and agree to the Private key protection agreement to complete the validation.
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15. After the order is issued, contact our support team to get the .PEM file. Now, 

return to your certificate operation and click, Merge Signed Request.

16. Insert the .PEM file. Now the status will change to completed. Your EV Code 

Signing certificate is now available in Azure Key Vault and can be used in Azure 

Pipeline or with the Azure Sign Tool.

Your private key is now securely stored in Microsoft Azure KeyVault Cloud HSM, 

providing enhanced security and peace of mind. You can refer to the above steps as 

an individual developer or a large-scale enterprise.
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Sectigo Code Signing Certificates now integrate seamlessly with Google Cloud HSM 

(KMS), which empowers developers with an efficient and secure way to sign their 

code. Now, no need to wait for the physical token (USB). Follow the step-by-step 

instructions to issue and use a Sectigo Code Signing Certificate with the private key 

securely stored in Google Cloud KMS (HSM).

To begin the entire setup process, you need to register an account with Google 

Cloud Platform, enable billing, and Create a project.

Option 4: Key Generation and Attestation with Google Cloud KMS

Setting up a Google Cloud Account

First, you’ll need to generate a key pair in Google Cloud. Complete these steps in the 

Google Cloud dashboard/console:

First, you need to create a key ring in Google Cloud Key Management Service (KMS). 

A key ring is a logical grouping of cryptographic keys that allows you to manage 

them collectively. Follow these steps to create a key ring:

Create the Key Ring, HSM Key, and Attestation

1. In Google KMS, Create a Key Ring
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Once the key ring is created, it will serve as the container for your cryptographic 

keys.

Now, after creating a key ring in the Google KMS, Create a new key for you with 

these settings:

2. Creating a New HSM Key

Before you begin, you need the following:

 A   contain your Cloud KMS resources. We 
recommend using a separate project for your Cloud KMS resources that contains no 
other Google Cloud resources

 The   where you want to create your key. Choose a 
key ring in a location that is near your other resources and that supports your 
chosen protection level

 Cloud KMS Admin (roles/cloudkms.admin)  on the project or a parent 
resource to Create Key

Google Cloud project resource to

name and location of the key ring

I AM role 
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Create a Key (Asymmetric Signing key)

Before you begin, you need the following:

 In the Google Cloud console, go to the Key Management page
 Click the   for which you will create a key
 Click on 
 For   enter a name for your key
 For   select ‘HSM‘
 For   select 
 For Purpose, select 
 For Algorithm, select  

 (recommended). You can change this value on future key versions
 Click Create.

name of the key ring
Create key

Key name,
Protection level,
Key material, ‘HSM–Generated key’

‘Asymmetric Signing‘
3072-bit RSA, PKCS#1 v1.5 padding – SHA256 

Digest
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3. Verify and Download the HSM Attestation

Please navigate inside your newly generated key and choose the “Versions” tab. 

Then, please click on “Actions” (three dots) -> “Verify attestation” -> “Download 

attestation bundle.” You will receive a ZIP file containing the key attestation 

information.

Create the CSR on Google KMS

Next, you’ll need to generate a CSR using the key you just generated. There are 

several different ways you can generate the CSR Using  or 

manually using OpenSSL.

open-source utility Tool 

This is a cloud-hosted key, not a private key just placed on the hard disk (USB), so 

we need to configure Google Cloud KMS PKCS#11 Library with OpenSSL to create 

CSR.

Here, we’ll doing it with OpenSSL on Linux (Ubuntu):
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The PKCS #11 library requires a YAML configuration file to locate Cloud KMS 

resources. The YAML must, at a minimum, configure a single PKCS #11 token.

 Install the libengine-pkcs11-openssl package using the command:

export PKCS11_MODULE_PATH="/path/to/libkmsp11.so"

sudo apt-get update

sudo apt-get install libengine-pkcs11-openssl

 Download the Google PKCS #11 library (libkmsp11.so) from the GoogleCloudPlatform/

kms-integrations GitHub releases page

 Extract the downloaded archive and store libkmsp11.so in /usr/local/lib

 Set the PKCS11_MODULE_PATH environment variable with this command:

Prerequisites:

PKCS #11 Library Configuration:

Create a YAML Configuration File

Note:
(Modify the path to reflect the location where you extracted the library.)

Create a YAML config file (text file in /etc/pkcs11-kms.yml) and set the 

KMS_PKCS11_CONFIG environment variable with this command:

tokens: - key_ring: "projects/{projectId}/locations/{location}/keyRings/

{keyRingName}"


Where {projectId} is your Google Cloud project ID (A string, not a number; you can 

check it on the Billing Projects page), {location} should be the location where your 

keyring is hosted (e.g., europe-west6), and {keyRingName} should be 

the name you’ve used when creating the key ring.
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All asymmetric signing and decryption keys in my-keyring will be available in 

the library with this configuration.

You must set the permissions on the configuration file so that it is writable only by 

the file owner. Point KMS_PKCS11_CONFIG to your config file:

export KMS_PKCS11_CONFIG="/path/to/pkcs11-config.yaml"

Set up an authentication method for Google KMS using Workload Identity 
Federation or create a Service Account.

Set the Permission

Google Cloud Authentication

To create a service account, follow these steps:

 Go to Service Accounts

 Click Create Service Account

 Open up the applicable project

 Grant Cloud KMS Admin and Cloud KMS Crypto Operator roles to the service 

account. (required)

After creating the service account, create a new JSON key by following these 

steps:

 Go to Menu > I AM & Admin > Service Accounts in the Google Cloud console

 Select your service account

 Click Keys > Add key > Create new key

 Select JSON, then click Create.
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Your new public/private key pair is generated and downloaded to your machine as a 

new file. Save the downloaded JSON file as credentials.json in your working directory.

export GOOGLE_APPLICATION_CREDENTIALS="/absolute/path/to/credentials/

file.json"

Set the environment variable GOOGLE_APPLICATION_CREDENTIALS to the path of 
your private key JSON file using the following command:

Note:
(Update the path to where you’ve stored the file.)

SignMyCode Order and Enrolment Process User Guide

41

sudo apt install opensc

Now you need to run pkcs11-tool –module /path/to/libkmsp11.so –list-objects to 

see the list of keys you can access. (Update the path to where you’ve stored the 

file.)

You can now generate the CSR using a command like this:

openssl req -new -subj '/CN=Your Company Name, LLC/' -sha256 -engine pkcs11 

-keyform engine -key pkcs11:object=your_key_name

Make sure you use the correct -sigopt options for the type of key that you’re using.

Generate CSR With OpenSSL

Replace the following:

 CERTIFICATE_NAME:

 DIGEST_FLAG:

 KEY_ID:

 REQUEST_NAME:

 a name for the certificate that you want to generate

 a flag indicating the type of digest. Use -sha256, -sha384, or -sha512 

depending on the algorithm of the key

 the fully qualified resource ID of an asymmetric signing key version—for 

example

 a name for the certificate signing request.

Configuration Done!

If you need to troubleshoot your connection to Google KMS: Install the pkcs11-tool 
with the following code:

You’ve configured OpenSSL to use Google KMS as a PKCS #11 provider.
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Important: The key attestation file must be a zip file. Google Cloud offers two 

different places/formats where you can download an attestation file, be sure you 

get the .zip version.

After your code signing certificate has been issued, you can use it to sign 

executables. Here are instructions for signing with SignTool on a Windows 

machine:

sudo apt install opensc

Sign the Code/Artifact Using SignTool

 Ensure that you have   installed on your computer

  release on your Windows machine 

using the .msi installer

 Run   to authenticate your machine into Google 

Cloud.

SignTool

Install the latest Google Cloud KMS CNG provider

gcloud auth application-default login

Now that you have your CSR, you can provide it to your   

 to obtain the code signing certificate. Complete the certificate enrollment/

generation process with your certificate provider, submitting the CSR and key 

attestation when prompted.

code signing certificate

provider

Submit the CSR to Your Certificate Provider/CA

You can’t use an object ID longer than 100 characters with OpenSSL. Use short 

KeyRing and CryptoKey names, or use pkcs11:object=KEY_NAME instead. For more 

information on the OpenSSL object ID limit, see the related issue on GitHub.
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signtool sign /v /debug /fd sha256 /t http://timestamp.sectigo.com /f path/to/

mycertificate.crt /csp "Google Cloud KMS Provider" /kc projects/PROJECT_ID/

locations/LOCATION/keyRings/KEY_RING/cryptoKeys/KEY_NAME/

cryptoKeyVersions/1 path/to/file.exe

You’ll now be able to sign your executable using SignTool with the following 

command:

Note:
(Update the path to where you’ve stored the file.)

Wrapping Up

If you need more knowledge-based content related to YubiKey, Luna HSM, Google 
Cloud or Azure Key Vault, feel free to explore our more helpful contents!

Azure Key Vault Code Signing Tutorials

Cloud Code Signing
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User Guide for Order and Enrollment 

Process at SignMyCode

Introduction

SignMyCode, your trusted re-seller and platinum 

partner of CA Sectigo, brings you a wide range of code 

signing certificates from trusted certificate 

authorities at affordable prices. We understand the 

importance of securing and ensuring your code's 

authenticity, so we offer excellent 24/7 customer 

support.

3

Following the new , we strive to stay current with the 

latest industry standards. These guidelines ensure the security and integrity of 

code signing certificates, promoting a safer digital environment. The new CA/B 

guidelines reinforce the importance of rigorous validation processes and 

stringent security measures for storing digitally signing certificates. Adhering 

to these guidelines ensures our customers' highest trust and reliability. 

CA/B Forum guidelines

Trust SignMyCode for code signing certificates and solutions that meet the 

latest industry standards and provide peace of mind for your software 

applications.
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Supported Hardware Security Modules (HSM):

Google Cloud KMS: You need to Obtain an Attestation File and CSR from Google 

Cloud HSM and share with the Sectigo CA or reseller.

Currently Sectigo Supports following HSMs:

Whereas DigiCert Supports: SafeNet 5110 CC, SafeNet 5110 FIPS, or SafeNet


5110+ FIPS Tokens and YubiKey and Azure KeyVault HSMs, etc

To meet the CA/B Forum requirements, Sectigo Certificate Services utilizes a 

hosted key attestation service. It verifies that the keypairs used to generate the 

CSR were created within secure hardware.

The HSM attestation is a standalone service that non-interactively verifies key 

attestation packages from HSM. The Sectigo key attestation service supports 

the validation of cryptographic data and can authorize the issuance of OV and 

EV Code Signing Certificates.
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 Luna Network Attached is HSM, Version 7.

 YubiKey 5 FIPS Serie

 Google Cloud KM

 Azuer Vault HSM (DigiCert)
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https://signmycode.com/brands/digicert
https://signmycode.com/support
https://cloud.google.com/
https://cloud.google.com/
https://cloud.google.com/kms/docs/protection-levels
https://cloud.google.com/iam/docs/understanding-roles#cloudkms.admin
https://console.cloud.google.com/security/kms
https://github.com/mattes/google-cloud-kms-csr
https://github.com/GoogleCloudPlatform/kms-integrations/releases
https://github.com/GoogleCloudPlatform/kms-integrations/releases
https://console.cloud.google.com/iam-admin/serviceaccounts
https://signmycode.com/
https://signmycode.com/
https://github.com/OpenSC/libp11/issues/531
https://signmycode.com/resources/azure-keyvault-code-signing-tutorials
https://signmycode.com/resources/cloud-code-signing
https://signmycode.com/blog/ca-b-forum-code-signing-baseline-requirements-v2-8

